How to Encrypt and Password Protect Excel and Word Documents

Under new GDPR laws it is imperative that if we must send any information on individuals through
email then every effort should be made to protect the rights of the individual. The best way to do
this is by sending the information as an encrypted file. This is very easy to do by using Word and
Excel.

1. With the document open: Go to File
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2. Select Info and then Protect Workbook (Excel) or Protect Document (Word)

Info

Easterhouse Alphabetical List
Z: » Administration » 2017-18 » INTERNAL ENROLMENT 18-19 » EASTERHOUSE

Protect Workbook
Control what types of changes people can make to this workbook.
Protect
Workbook *

3. Click on Encrypt with Password

Info

Easterhouse Alphabetical List
Z: » Administration » 2017-18 » INTERNAL ENROLMENT 18-19» |

Protect Workbook
) Control what types of changes people can |

[T, Mark as Final
_» Let readers know the workbook is final and
make it read-only.
Encrypt with Password that it ¢
Require a password to open this workbook. ath, aut
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4. Type your password (a mixture of characters and numbers are best and remember the
password will be case sensitive). You will then be prompted to retype the password.

Then click OK

act Drintac 10/0549010 10086

Encrypt the contents of this file
A Password:

Caution: If you lose or forget the password, it
cannot be recovered. It is advisable to keep a list of
U passwords and their corresponding document
names in a safe place.

(Remember that passwords are case-sensitive.)

Encrypt Document ? X

act Deintacl 10082010 1006

Confirm Password ? X

Encrypt the contents of this file

A  Reenter password:

sSesseen

Caution: If you lose or forget the password, it
cannot be recovered. It is advisable to keep a list of
! passwords and their corresponding document

names in a safe place.
(Remember that passwords are case-sensitive.)
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5. Anyone wishing to open this document will now need the password.

Password ? X

‘Easterhouse Alphabetical List - C..." is protected.

Password:

6. If you are emailing information to another colleague at GKC or an outside
organisation they will need the password. Do not send it in the same email! It is
recommended that this is done in one of the following ways:

a) Phone the recipient and give them the password over the phone, remembering to tell
them if any of the letters are capitalised or if any special characters have been used ($,
%, * etc.)

b) Or text them the password

c) Or get another colleague to email the password (so that the document and password are
not coming from the same email address).



